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Encrypted VS Unencrypted
(but authenticated)
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Let’s ask the experts

[GMW 87]

‘&
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me'ans of n-(n-1) special tapes|Machine i publi'-|

[cally sends messages | (strings) to machine j by
means of a special tape ¢+ — 5y on which only ¢ can

write and that all other machines can read. There is
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[GMW 87]

At the start, each party takes each of his private bits
and encodes it by a 5-permutation o as in [Bal.
Then he divides o. That is, he selects at random n-
1 5-permutations o¢,,...,0,_; and gives the pair
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Let’s ask the experts

[GMW 87]

What the *#!7? is this
GMW protocol, anyway?

At the start, each party takes each of his private bits
and encodes it by a 5-permutation o as in [Bal.
Then he divides o. That is, he selects at random n-
1 5-permutations o¢,,...,0,_; and gives the pair
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We comment that the said protocols happen to maintain their securityleven if the adver- |
Isary can wire-tap all communication lineS.IThis follows from the fact that privacy with
A | respect to wire-tapping adversaries happens to hold for all privacy reductions presented
TPL in the current section, as well as for the protocols presented in Section 7.3.
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We consider a network where the adversary sees all the messages sent,| and delivers or blocks
these messages at will. (The fact that message delivery is not guaranteed frees us from the need to

~

Universally Composable Two-Party and Multi-Party Secure Computation
[CLOS '02]
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Conclusion: use secure and authenticated
channels in GMW

* |n practice:
»Hopefully real-world implementations do this already...

* In theory: [GMW 87], [CLOS 02] can still work with unencrypted
channels
»Secure for circuits where every output wire passes through an AND gate
» Generic fix: AND every output wire with itself [Goldreich 17]

* A theoretical question:
»For what functionalities does security with t = n — 1 = security witht < n?
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Thank youl!
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